Introduction
It is trite, but nonetheless true, to say that we live in a digital age. Th e proliferation of digital technology, and the convergence of computing and communication devices, has transformed the way in which we socialise and do business. While overwhelmingly positive, there has also been a dark side to these developments. Proving the maxim that crime follows opportunity, virtually every advance has been accompanied by a corresponding niche to be exploited for criminal purposes. Th e European Union has set itself the objective of maintaining and developing an Area of Freedom, Security and Justice. Th at concept has appeared as the second objective of the Treaty on the European Union. 4 Th e general policy objective of the European Union is to ensure a high level of security through measures to prevent and combat crime 5 . A crucial aspect of that fi eld is criminal liability of legal persons 6 .
Th e contribution deals with the criminal liability of legal persons 7 in case of computer crime. It is divided into three sections. Th e fi rst section briefl y introduces computer crime and relevant legislation of the European Union in the area of criminal law, which is the basis of that liability. While the second section is focused on provisions of criminal liability of legal persons, the third section is focused on sanctions for legal persons. 14 Th e three-stage classifi cation of computer-related has been known: crimes in which the computer or computer network is the target of the criminal activity -for example, hacking or malware; off ences where the computer is a tool used to commit the crime -for example, child pornography or criminal copyright infringement; and crimes in which the use of the computer is an incidental aspect of the commission of the crime, however, the computer is not signifi cantly implicated in the commission of the off ence -for example, addresses found in the computer of a murder suspect, or phone records of conversations between off ender and victim before a homicide. (2012) 140 fi Second, the Directive 2013/40/EU on attacks against information systems establishes minimum rules concerning the defi nition of criminal off ences and sanctions in the area of attacks against information systems. It also aims to facilitate the prevention of such off ences and to improve co-operation between judicial and other competent authorities. Th e Directive introduced common defi nitions of the off ences involved in attacks against information systems at the level of the EU, namely illegal access to information systems, illegal system interference, illegal data interference and illegal interception.
Besides harmonisation of elements of crimes and sanctions for naturals, the Framework Decision 2001/413/JHA on combating fraud and counterfeiting of non-cash means of payment and the Directive 2013/40/EU on attacks against information systems confi rmed the liability of legal persons and sanctions for legal persons.
Criminal Liability of Legal Persons
Liability of legal persons for off ences is an issue which has been coming and going on political agenda of the European Union. 22 For example, as far as money laundering is concerned, the fi nancial institutions through which money is laundered are frequently corporations or some other form of legal person. If money is laundered through such an organisation, it is oft en very diffi cult to identify an individual who is subjectively aware of what is going on and who can be held criminally responsible. 23 A question which begs consideration is whether liability of legal persons should be governed by civil or criminal controls. 24 As seen, besides harmonisation of elements of crimes and sanctions for naturals, European Union law has confi rmed the liability of legal persons, in particular in case of European crimes -including computer crime.
Th e defi nitions of European off ences, i.e. the description of conduct considered to be criminal, almost always cover the conduct of the main perpetrator, but also in most cases ancillary conduct such as instigating, aiding and abetting. Moreover, in some cases the attempt to commit the off ence is also covered. Almost all European Union criminal law instruments include in the defi nition intentional conduct, but in some cases also seriously negligent conduct. Some instruments further defi ne what should be considered as aggravating circumstances or mitigating circumstances for the determination of the sanction in a particular case. Generally, European Union law covers off ences committed by natural persons as well as by legal persons such as companies or associations. However, in existing legislation, the Member States of the European Union have always been left with the choice concerning the type of liability of legal persons for the commission of criminal off ences, as the concept of criminal liability of legal persons does not exist in all national legal orders.
Under the Framework Decision 2001/413/JHA on combating fraud and counterfeiting of non-cash means of payment and the Directive 2013/40/EU on attacks against information systems measures should be taken to ensure that legal persons 25 can be held liable for computer crime. Each Member State of the European Union shall take the necessary measures to ensure that legal persons can be held liable for off ences committed for their benefi t by any person, acting either individually or as a member of an organ of the legal person in question, who has a leading position within the legal person, based on one of the following: a power of representation of the legal person, an authority to take decisions on behalf of the legal person, or an authority to exercise control within the legal person.
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In addition, in case of the Directive 2013/40/EU on attacks against information systems each Member State of the European Union shall take the necessary measures to ensure that legal persons can be held liable where the lack of supervision or control by a person has made possible the commission of the off ence(s) for the benefi t of that legal person by a person under its authority.
27
On the other hand, the criminal liability of legal persons shall not exclude criminal proceedings against natural persons who are perpetrators, instigators or accessories. Indeed, the relevant legislation is based on the criminal liability of natural persons as well as legal persons.
Sanctions for Legal Persons
As far as sanctions for legal persons are concerned, under the Framework Decision 2001/413/JHA on combating fraud and counterfeiting of non-cash means of payment and the Directive 2013/40/EU on attacks against information systems the Member States of the European Union shall take the necessary meas-ures to ensure that a legal person held liable is punishable by 'eff ective, proportionate and dissuasive sanctions' , which shall include criminal or non-criminal fi nes and may include other sanctions, such as, for example:
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• exclusion from entitlement to tax relief or other benefi ts or public aid, • temporary or permanent disqualifi cation from the pursuit of commercial activities, • placing under judicial supervision, • a judicial winding-up order, • temporary or permanent closure of establishments used for committing the off ence.
As seen, European Union law requires the Member States of the European Union to take 'eff ective, proportionate and dissuasive sanctions' for a specifi c conduct. Eff ectiveness requires that the sanction is suitable to achieve the desired goal, i.e. observance of the rules; proportionality requires that the sanction must be commensurate with the gravity of the conduct and its eff ects and must not exceed what is necessary to achieve the aim; and dissuasiveness requires that the sanctions constitute an adequate deterrent for potential future perpetrators.
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In should be noted that sometimes European Union law determines more specifi cally, which types and/or levels of sanctions are to be made applicable. Provisions concerning confi scation can also be included. It is not the primary goal of approximation to increase the respective sanction levels applicable in the Member States of the European Union, but rather to reduce the degree of variation between the national systems and to ensure that the requirements of 'eff ective, proportionate and dissuasive sanctions' sanctions are indeed met in all Member States.
Conclusion
No crime is as borderless as computer crime. Th e Treaty on the Functioning of the European Union lists computer crime as one of the areas of particularly serious crime with a cross-border dimension. 
